nd innovation
C I fmmevor programee
2007-2013

Authentication and Authorisation in

the Cultural Heritage community
(the DCH-RP point of view)

Roberto Barbera
Univ. of Catania & INFN - Italy

30 October 2013
DCH-RP Workshop @ EU-DAT Conference
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JdIntroduction and driving considerations
JThe DCH-RP AAI Survey
1The DCH-RP e-Culture Science Gateway

JdSummary and conclusions
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The "Global” Grid A
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TeraGrid | | DEISA ESI:E-GR/ID/ o -

1EUCh|naGrld ~ NAREGI ;:

[ \XSEDE/ “_
L. 0sG T ~ [EUMedGrid, -

N W \

HB/UNESCO
«Brain Gain»

o EEE eldAfrica
( EELA/\. e L

™~

e s

SAGrid &
SANREN

:_‘.: European Commission co-funded projects

GISELA

/‘= Projects with other funding

DCH-RP Workshop @ EU-DAT Conference L_/
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® Virtual Research
Communities

® e-Infrastructure

@ Applications
®@ Data
® Instruments
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Why e-Infrastructures also for :;x,@;j(
C

Arts and Humanities? Ii
R
 High performance/throughput computing systems:

- Large scale, computationally intensive, problems can be
tackled, e.g. “ab initio” sound creation, document/image
digital restoration, etc.;

 High performance storage systems:
— Geographically distributed replicas of files
= Fault-tolerant digital preservation;
O Simplified authentication systems:
— Single Sign-On (SSO); support of Identity Federations
 Fine-grained authorization systems:

— Allow to precisely define “who”:
= Individual user(s), group(s), organization(s), the whole world;

— And “what”:
= Read/edit/delete data and metadata;
= Search, browse;
6 = Creation of new repositories;
= Role assignments, etc. C



https://confluence.terena.org/display/aaastudy/AAA+Study+Home+Page

(Objectives)

The TERENA AAA Study o
=

A Study

on Authentication

and Authorisation Platforms
For Scientific Resources

in Europe

FINAL REPORT
A study prepared for the European’
DG Communications Networks,

1.

2.

30 October 2013
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The goal has been broken
down into two objectives:

A collection of users’
access requirements
coming from different
communities

A gap analysis of the
existing AAIs used in the
realm of research and
education, the use-cases
they support and the

associated challenges

)
INFN

DCH-RP Workshop @ EU-DAT Conference L_/
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(Findings) "

Nearly half of researchers use more than one credential, but a large majority would
prefer to access all resources using their institutional credentials.

The TERENA AAA Study .
=

Too many to
remember
13%

.
Researchers primarily use their institutional credentials for authentication (Figure

2.3), although a not insignificant number (19%), use their social network account
credentials to access scientific information.

Only use frealy
available resources
(open access)
14%

Social network
accounts (Facebook,
Google, etc.) :
One login for all 19% i
resources

3%

Figure 2.4: Number of credentials used by researchers

Institutional
credentials
17.2%

Figure 2.3: Credentials used by researchers

8 30 October 2013
DCH-RP Workshop @ EU-DAT Conference INFN



(https://refeds.org)

Identity Federations in the World A
ﬁCt_ﬂ
R

1,500 Institutions
2,100 Services
>17 million people

worldwide

B Filot B Production




The eduGAIN inter-federation M-
(www.edugain.org) ﬁc Iil

eduGAIN members

-
i ‘-Eif‘ 4
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The TERENA AAA Study
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(Recommendations)
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C
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Recommendation Action Required Main Stakeholder(s) Area
Enhance existing I AAA support for mobile access; National Identity Technical
AA infrastructures Federations,

to address the Support for non-Web browser eduGAIN, Research

demands of research applications; collaborations

communities for
accessing different
types of services in
a manageable and
secure way.

Develop security token translation

services to enable inter-operability
of different AAls;

(i.e., big scientific
projects)

Provide guest IdPs for users that
cannot rely on an institutional IdP;

Allow for effective resource usage
accounting for distributed and
heterogeneous environments;

Enable the uptake and use of
persistent identifiers within AAIs;

Support social network identities
in combination with institutional
identities to address specific use-
cases for the SDI.
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1% Digital Cultural Heritage Roadmap for
Preservation” (DCH-RP) is a coordination
action supported by the European
Commission under the e-Infrastructure
Capacities Programme of Seventh
Framework Programme for Research (FP7)

JA survey about AAI has been started both

within and outside the project community

- http://dch-rp.eu/index.php?en/71/news-archive/6/dch-rp-
questionnaire

— 20 organisations already filled the survey
= Mainly research and cultural organisations

DCH-RP AAI Survey “}3/

12 30 October 2013 INFN
DCH-RP Workshop @ EU-DAT Conference L_/



DCH-RP AAI Survey

(Current findings)
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100

Are you aware of federated access
or of Identity Federations?

Is your institution part of a national
Identity Federation?

60% 15% 10%

mYes mNo

75%

wldon'tknow mNo mYes )

13 30 October 2013
DCH-RP Workshop @ EU-DAT Conference L’y N



D C H - RP AAI S U rvey C DIEA eniace

(Current findings) R

Are you aware that in many European
countries Identity Federations are

operated by the NRENs? Do you think your users would
benefit if your service would be
part of an existing ldentity
Federation?
59% 5%

45%

59, 20%

o
55% 50,

mYes mNo

60%

= No

EYes

m Possibly but not necessarily.

m | don't know

®m maybe. on the other side, many users could not appreciate auth,

m Not applicable
14 INFN

C



D C H B RP AAI S u rvey C COLTURAL HERITAGE
(Current findings) RP
Do you see any problems if
users, in order to access to
your service, are authenticated
by a "catch-all" Identity
Provider?

5% 9%

59, 20%
%
o

Would you like to get support to create an
Identity Provider to manage users
accounts for your organization?

15%

30%
10%

55%
= Yes
(o)
e 45%
= | dont see any problems, but for sure others in my organization will. »No =Yes =|dontknow = Not applicable

= | don't know
= Our users need to be authenticated by us
= Pssible issue related to spred of personal data /’

= Not applicable 30 October 2013 INEN
DCH-RP Workshop @ EU-DAT Conference



The GrIDP “catch-all” federation

(http://gridp.garr.it)

€ A O G | & hips//gidpgarit
70 Webmail 1 st Webmail 2 333 MysSite [l Calendar ;' SisinfolNFN €+ GILDA | | Monitors | |

"} GrIDP Identity Federation = About

Hale Liste email | |

s Dizionari 1 ¥ [ W

| Progetti
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B3 Bookmarks

About

The Grid IDentity Pool (GrIDP) is an Identity Federation, jointly managed and operated by GARR and INFN
ednfrastructure senices and providing federated authentication to its members. Through GriDP. users can access
and Science Gateways. in an easy yet secure and confidantial way, using the credentials provided by the organisatif

The GriDP Identity Federation comprises members of the academic, research and p ial world. They belong

» |dentity Providers (IdP): the entities (e.g. academic and research institutions. enterprises. etc.) authent
identities.

« Senice Providers (SP): the entities providing senvices to the federation. They may receive individual users’
purpase of authentication and provision of personalized senices

The participation of an Identity Provider to GriDP provides multiple benefits to its users:

{7 The Social Networks' Bridge Identity Pro.
€ A O ¢
Webmail 1 ag Webmail 2 3B Mysite [ Calendar (7 SisinfolNFN 4 GILDA | | Monitors

5

@ hiip:

ipsocial garit

Progetti i, Liste email [} Dizionari [ 39 (] W'

Social Networks’
Bridge
Identity Provider

Aot

The Social Networks' Bridge Identy Provider fs a SAML standard based service powered by Simpks
RR and INFN Catania, that alows people fo sign in on webstes wih the credentals they have wi th
networks. The Socil Networks' Bridge Kdenity Provider thus automaticaly extends to hundreds of milons the number of potential users who can
login on an access-controlled web service wihout the need of re-authenticating them.

AlfLphp, ointly managed and operated by

n and populated socia

Facebook, Google, Linkedi, Windows Live and Yahoo! networks are curently supported. Others. might be added upon request.

Ifyou are interested either in using the Social Networks' Bridge Wenity Provider to authenticate people on your webse(s) or in registering it as a
mermber of your dentiy Federaton(s), please contact sgwadmingygarr .

Videos.

=
"

I3 Bookmarks

popen.garit

Webmail 1 agg Webmail 2 53} Mysite [E] Calendar =¥ SisinfolNFN € GILDA | | Monitors

3 Bockmarks

48 Liste emait () Dizionari I3 11 (@ W

Progetti

[
INOOPEN
; The Identity Provider Open

About

The IDentity Provider Open (IDPOPEN), formerly IDentity Provider Catania (IDPCT), is a

standard based senvice powered by Sh and jointly

ia that allows people to check their identity when they sign in on web pages and Science Gateways that require user

and INF

managed by
authentication

IDPOPEN is the “catch-all" Identity Provider of the Grid federation and currently authenticates the users of several Senics

If you want to register as member of IDPOPEN, please fil

If you are interested in either using IDPOPEN to authenticate people on your website(s) or registering it as an Identity Provider of your Identity
Federation(s). please contact sqwadmin_AT_garr it

onsortium
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In order to use this senice of the portal https://ecsg.dch-rp.eu. please sign in using your account on the same social
network you specified when you registered.

17

I3 L]

In case of problems, please send an email to system. support@ garr.if with their description.
Do not bookmark this page! After login you will be redirected to the web page containing the service of the portal you
wanted to use.

“SGARR (M e

P
This senvice is powered by Simple SAMLphp "\5‘

cped and mainy

@ IDPOPEN GARR
WIOS0PEN
Catoh-gi
Bocial Networks' Bridge
Idp
Social
— EGLeu
—_ ik,
261
Ths Netheriangs
' l maat-G IdP
o
Francs
I Istituto Nazionale di Fisica =
. Nucleare A
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FldMex 1dP
(§ Fldex i
i . i Y
Moo

%I D E The Identity Provider Open

username
password
Change password

REGISTER

Powered by Shibboleth

Developed and maintained by GARR, COMETA
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The DCH-RP e-Culture i
Science Gateway ﬁ
(http://ecsg.dch-rp-eu)

Registe:~ Sign In

DIGITAL
CULTURAL HERITAGE
ROADMAP

FOR PRESERVATION

l Welcome
I How to Register and Sign-in = Welcome to the DCH-RP e-Culture Science Gateway
I Proofs of Concept
I Mobile Applications The DCH-RP e-Culture Science Gateway (eCS8G) is a standard-based web 2.0 demonstrative platform to show the Proofs of
I Back to the DCH-RP website Concepts (PoCs) identified by the DCH-RP project and how they fit with the requirements defined in the Roadmap.

If you do not yet have an account, find here the instructions to register and sign in. Otherwise, dick on "Proofs of
Follow us on the Social Networks, Concept"in the left frame to browse the repositories available and start browsing them. If, instead, you are
including the possibility to access the interested in the e-Culture Science Gateway mobile apps, click on "Mobile Applications”.
e-Culture Science Gateway from within
the Social Network page. Data accessible through the eCSG, both this web-based one and the mobile app, are stored on the European Grid

Infrastructure and are accessible through the pan-European GEANT network and the Mational Research & Education

u ﬁ W Follow Networks.

DCH-RP Project | Privacy Policy - Terms of Use
cfo ICCU

T
’»"TJ‘LGUI—TUHE viale Castro Pretorio, 105
00185 Roma, Italy
tel. + 39 06 49210427 5 | .
Contacts: account - project - support 5 ;Ed uGAIN

Copyright 2013 DCH-RP Project | peveloped and maintained by INFN Catania

Powered By Liferay
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eCSG Access Workflow - First Authentication
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eCSG Access Workflow — First Authorisatio\\
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username
password
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to the eCSG

= Welcome to the DCH-RP e-Culture Science Gateway

Dear user, you have been successfully authenticated by your Identity Provider to access this service but, in order to use it,
you have to complete and submit the authorisation form you find below.

& Authorisation Request

Please, enter your data

Title Country
L =

Name Organisation

Roberto v

Surname {or Family name) Address

Barbera

Skype Contact Telephone
E-mail

roberto_barbera@ct.infn it  If you are already a member of an Identity Federation, please specify the *same* email address

you are registered with in the Federation

A comma separated list of email to associate with this account

roberto barbera ct@gmail.com

Y

User Registry




@j@l case

User Registry m b
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eToken server

Identity Provider

S 1. sign in \ serveé
@ /7’ "\\q{ 4 ce’
\‘j . CD:!(IE.'ITTUARL.# L HERITAGE : exe
\V«»;{é 6. get the results ﬁCﬂ o CUte actiqy,

Compliant with the EGI.eu Portal and Traceability Policies C




The e-CSG Architecture

4 DCH-RP e-CSG )
—eee

Science Gateway
i@u%&x

Calls gLibrary REST API through
an API Server Gateway

-

Authorization

service ..
= _ Authentlcat|on
service
s penLDAP g Shibholeth
\_ SAMLAO )
23

4 ™\
Q)
>amga

\ Metadata Service )

eToken
service
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 gLibrary is a framework developed by INFN that

provides a simple yet powerful system to ,
, and “digital assets” in

distributed repositories built on grid/cloud/local

storage infrastructures
- hides the underlying technical details to the users

d “digital asset”:
- digital object + corresponding metadata




The DCH-RP Proofs of Concept

(http://ecsg.dch-rp-eu)
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l Welcome
I How to Register and Sign-in

T BELSPO PoC
| iccu poc
L INDICATE Use Case;

I Back to the DCH-RP website

Follow us on the Social Netwoarks,
including the possibility to access the
e-Culture Science Gateway from within
the Social Metwork page.

u e’ W Follow

] You and one other like this.

DAL CULTURE

}._:--. -l .II .I I'lﬁu \ (

I‘ﬂ

e

Wi i

=

== Welcome to the DCH-RP e-Culture Science Gateway

Registe:” Sign In

The DCH-RP e-Culture Science Gateway (eCSG) is a standard-based web 2.0 demonstrative platform to show the Proofs of
Concepts (PoCs) identified by the DCH-RP project and how they fit with the requirements defined in the Roadmap.

If you do not yet have an account, find here the instructions to register and sign in. Otherwise, dick on "Proofs of
Concept"in the left frame to browse the repositories available and start browsing them. If, instead, you are
interested in the e-Culture Science Gateway mobile apps, click on "Mobile Applications”.

Data accessible through the eCSG, both this web-based one and the mobile app, are stored on the European Grid
Infrastructure and are accessible through the pan-European GEANT network and the Mational Research & Education

Metworks.

DCH-RP Project

cfo ICCU

viale Castro Pretorio, 105

00185 Roma, Italy

tel. + 39 06 49210427

Contacts: account - project - support

Copyright 2013 DCH-RP Project

Privacy Policy - Terms of Use

This is a Service Provider of:

GIDP

Developed and maintained by INFM Catania
Powered By Liferay

IdEEr"'
R aleduGAIN
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The BELSPO PoC

25

7] BELSPO Repository

== BELSPO Collections
|_IKikirpa

Thumb object_nu... | object_name institution_name  priref creatar mizterial alterns
~
' 52132, onbekend,
dooo7eg negatief z/w KIK-IRPA e — ACL plaat 287
" 32133, onbekend,
do007 55 negatief z/w KIK-IRPA 50173 ACL plaat 287
. 55270, onbekend,
dooo414 negatief z/w KIK-IRPA s5270 K.M.5.K.. plaat 204
Antwerpen
55871,
dooooz4 KIK-IRPA ss871 308
53872,
doooozs KIK-IRPA ssg72 308
56228,
doooozg KIK-IRPA p—— 210
. 57731,
doooozs negatief z/w KIK-IRPA onbekend plaat 319
57731 o
>
Page 1of9 ¥ W Clear All Filters Displaying 1 - 50 of 450
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The ICCU PoC

£ ICCU Collections

=S ICCU Collections
=) Periodici BUAR
|_|Testo a stampa
|_|Fondo Urbinate

_

bib_dc_title

iractaao asia cauanena,
dela gineta y brida: e nel
gual se contienen muchos
primares, assi enlas
senales delos cauallos, ...
Compuesto por don Iuan
Suarez de Peralta, ..

Tractado dela cauvalleria,
dela gineta y brida: e nel
qual se contienen muchos
primores, assi enlas
sefzles delos caualles, ..
Compuesto por don Iuan
Suarez de Peralta, ..

Tractado dela cauvalleria,
dela gineta y brida: e nel
gqual se contienen muchos
primores, assi enlas
senales delos cauallos, ...
Compuesto por don Iuan
Suarez de Peralta, ..

Tractado dela caualleria,
dela gineta y brida: e nel
gqual se contienen muchos
primores, assi enlas
sefazles delos cauallos, ..
Compuesto por don Iuan
Suzrez de Peralta, ..

Tractado dela cauvalleria,
dela gineta y brida: e nel
gual se contienen muchos
primares, assi enlas
senales delos cauallos, ...

bib_dc_desecription bib... se nomencl... | bib .
mMarca (EUUSUU) N TINg, \Ors. } rom, segn.:

4. A-L8 M10 (M10 bianca), Iniziali xil.

ornate, Stemma xil. n.i. a €. 12wv. e dell'A. a c.

93w, 1 w. - Fondo Urbinate. - Taglio colorato di 1580 1Z Illustrazion: R
rosso, 'provenienza:' Provenienza: Libreria

impressa dei duchi di Urbing., 'marca:’

BVEMOD1322 In cornice figurata: una doppia

croce su una sfera. Aj lati iniziali F.O. In fine

~

'impronta:' soY. o.or a,on nodo (3) 1580 (A),

Marca (EQ0200) in fine, Cors. ; rom, Segn.:

4. A-L8 M10 (M10 bianca), Iniziali xil.

ornate, Stemma xil. n.i. 2 c. 12v. = dell’'A. 3 c.

92w, 1 w. - Fondo Urbinate. - Taglio colorato di 1580 1=
rossc, 'provenienza:’ Provenienza: Libreria

impressa dei duchi di Urbino., 'marca:’

BVEMOD1322 In cornice figurata: una doppia

crace su una sfera. Aj lati iniziali F.D. In fine

Pagina 4
recto

'impronta:' soY. o.or a,on nodo (3) 1580 (A),

Marca (EQ0200) in fine, Cors. ; rom, Segn.:

4, A-L8 M10 (M10 bianca), Iniziali xil.
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92w 1 w. - Fondo Urbinate. - Taglio colorato di 1580 2=
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BVEMOD1322 In cornice figurata: una doppia
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Fagina 10

recto K
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Pagina 12
verso

R

'impronta:' soY. o.or a,on nodo (3) 1580 (A),

Marca (EQ0200) in fine, Cors. ; rom, Segn.:

4. A-L8 M10 (M10 bianca), Iniziali xil.

ornate, Stemma xil. n.i. a €. 12w. e dell'A. a c.

93v. 1 v. - Fondo Urbinate. - Taglio colorato di 1580 47
rosso, 'provenienza:' Provenienza: Libreria
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The DCH-RP eCSG Mobile ﬁﬂ”
CH

I Native Android App
OdUses G ibmry framework:

- Retrieves digital assets metadata “on the move”
- Seamlessly access in mobility several kinds of
storages where digital contents are stored
J Available on Google Play at:

- https://play.google.com/store/apps/details?id=it.infn
.ct.dchrpSGmobile

28 30 October 2013 INFN
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eCSG Mobile in action ANl
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Welcome to the DCH-RP e-Culture
Ebct'vmm Hermace Science Gateway Mobile

Roapmap
FOR PRESERVATION

MOBILE This app allows users to run on a mobile Welcome to the DCH-RP e'_CUIture
appliance the scientific applications Science Gateway Mobile
contained in the Science Gateway of the DCH-

RP Project. The access to the DCP-RP e-Culture Science
: , Gateway requires federated credentials

For more information on the DCH-RP e- issued by an Identity Provider. If the

Culture Science Gateway, visit organisation you belong to has an Identity

Provider registered in an official Identity
! [ Federation, click on Sign In button below and
DCH select your federation and provider.
RP

Q)

Otherwise, you can get federated credentials
registering to the open Identity Provider which
belongs to the GrIDP federation.

Don't show welcome page agiiext] | ﬁlgpt][lEN

Prevpys't show welcome page again || /‘)

29 30 October 2013 INFN
DCH-RP Workshop @ EU-DAT Conference L_/




eCSG Mobile in action
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eCSG Mobile in action
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ICCU PoC
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creator: onbekend
FileType: TIFF

INDICATE Use Case

d000795.tif
creator: onbekend
FileType: TIFF

| D000512.tif
creator: onbekend
FileType: TIFF
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creator: onbekend
FileType: TIFF
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creator: onbekend
FileType: TIFF

31 30 October 2013
DCH-RP Workshop @ EU-DAT Conference

zJ




eCSG Mobile in action
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(B Apply filters
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; =" DCH-RP eCSG Mobile
object_name
negatief z\/w
: object_number
Select filter i,
object_name
Select Value
negatief zZ\/w
Replicas

negatief zZ\/w object number
d000050

négatif n\/b gcclname
negatief z/w
institution_name
KIK-IRPA
priref
586287, 586287 _)
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eCSG Mobile in action
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FileType: jpeg
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FileType: jpeg
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FileType: jpeg

Replicas

RMLEO07151_0025.jpg

bib_dc_.. Tractado dela caualleri...
FileType: jpeg

bib_dc _title
Tractado dela caualleria, dela
gineta y brida: e nel qual se

contienen muchos primores, assi
RMLEOO7151_0030.jpg enlas senales delos cauallos, ...
bib_dc_.. Tractado dela caualleri..|| Compuesto por don luan Suarez de
FileType: jpeg Peralta, ..

bib_dc_description
'impronta:’ soY. o.or a.on nodo (3)
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Summary and conclusions =SS

1The DCH-RP e-Culture Science Gateway is a
major step forward towards the uptake of
Grid technology by the DCH community

JThe adopted Science Gateway Framework,
supporting Identity Federations, Social
Networks and mobile access, changes the
way e-Infrastructures can be used,
especially by non-IT experts

dThe adoption of standards is a concrete
investment towards sustainability

34 30 October 2013 INFN
DCH-RP Workshop @ EU-DAT Conference



= t w
2 LB
1 ¥\ compeitiveness and innovation European
C ] p 'M'l l\‘-f[-:]ﬂllzrfmr-\rll““ Commission
2007-2

Thank you!

Roberto Barbera
Univ. of Catania & INFN
roberto.barbera@ct.infn.it
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